[image: image1.png]disna EIQI_IFI am
T F W






User Guide for Retail Internet Banking Users:
Dear Customer,
We welcome you to the family of Punjab National Bank’s esteemed customers. We feel privileged to offer
you our Internet Banking Services.
Our Commitment
At Punjab National Bank, we believe technology is partner of people, an efficient, homiest and reliable
friend. We are committed to leveraging the latest and emerging trends, to serve our customers better. We shall establish a standard in banking in our long-standing relationship, as we believe our success is based on the satisfaction of our customers.
How to access Internet Banking Services:
To access Internet Banking Services you need a PC (preferably Pentium with Windows 98 or above), a
Browser (Microsoft Internet Explorer 5.5 or Netscape Navigation 6.0 or later version) and a connection to Internet. You will also need User Id and password(s) provided to you by the branch. Once you are connected to Internet, visit Bank’s website, www.netpnb.com or  www.pnbindia.com and Click the login button. The Internet Banking page will be displayed. Click on Retail Users and it will take you to the login page.
Unbeatable Security Features:
Our Internet Banking Services comprise best of the security features. We have installed a highly secured
environment with multi-layer security system, which will ensure that the services are protected and will maintain the integrity and confidentiality from any unauthorized access.
As a part of security feature, tool bar and menu bar on the browser are disabled. Please check the following security settings of Internet Explorer before logging into Internet Banking Services.
•
Check security settings by going to Internet Explorer   Tools   Internet Options   Advanced  
Security and enabling both boxes SSL 2.0 and SSL 3.0
•
Check the Cipher strength by going to Internet Explorer      Help      About Internet Explorer. If the same shows a  number less than 128-bit, you have to update it by clicking on the adjacent link “Update Information”. Download the 128-bit encryption pack suitable for your browser.
•
‘VeriSign  Secure  site’  certification  from  Safe  Script  Ltd.  All  information  sent  to  this  site  is encrypted and protected from third parties.
Login to Services:
You will  be  provided  with  Login  password  if  you  apply for  view  facility only.  Login  &  transaction
passwords if you apply for both view & transaction facilities. Login/Sign-on password helps you to enter the Internet Banking Services. Transaction Password is required to confirm your transactions like funds transfer, utility bill payment, stop payments of  cheques, etc. You can do the above activities once your User Id is activated through the branch.
Remember:
•
You have 5 attempts to login. The password is case sensitive i.e. p (small) is different from P (capital). So be careful while putting the password(s).
•
The six (6) characters password sent to you is randomly generated by the system. The 1st  character is capital alphabet (one character between A to Z), the 2nd  character is a special character (@,
#, $, %, &, *, etc) and the last 4 characters are numbers (four numbers, each between 0 to 9).
Example: A@3458.
•
The password selected by you should contain minimum 6 characters and maximum 28 characters and should be as per the rules displayed in the screen.
•
At the time of first login to the services, you will be asked to change the password(s). Read the instructions provided  in the same page. If you have both the passwords, you would be required to keep  distinct  passwords  for  them  for  security  reasons.  Once  passwords  are  changed,  the  new passwords are to be keyed in.
•
The expiry periods for Login & Transaction passwords are 360 days & 180 days respectively. This period is from the date of issue of password by the bank or change of password by the customer. If the service is not being used for the said periods, you will require new passwords to resume the same.
Unable to Log in:
In case your User Id is disabled due to wrong/incorrect password, then approach your branch or any CBS
branch (where you want to receive the duplicate password) and apply for a fresh password. The new password will be sent to branch after getting the same request from the branch. Submit the acknowledgement for activating your User Id after receiving the new password. If you have set/created the IBS Key number then you can submit duplicate password request on-line by clicking ‘Forgot Password’ option on the login page.
Know your Internet Banking Status/Details:
To know your Internet Banking status/details contact your branch, where you have account Or any CBS
branch of PNB.
Or 24 Hours Help Line:
1800 180 2222 (All India Toll Free Number)
0124-2340000 (Accessible from mobile)
Safeguard:
•
Symbolic keyboard can be used while logging in from public computers.
•
Do not reveal password(s) over phone, mail, etc. to any person including Bank.
•
The passwords can be changed as frequently as you wish (using the facility available in the customize option). An alert on your Home page shows the expiry periods for your passwords, the moment you log in. Please change your password(s) before the passwords get expired or when the system prompts you to do so.
•
Do not click on website links/attachments in un-known/suspicious emails. These links may take you to replica of bank’s website and ask for keying in your user id & password(s).
•
Bank  will  never  send  any  e-mail  requesting  to  provide  User  Id/Password  and  other  sensitive information.
•
In case of doubt, reconfirm the PNB’s website by double clicking the “padlock” symbol/icon at the bottom right of the  web page to ensure the site is running in secure mode before you input any confidential/sensitive information.
•
Clicking on the “padlock” symbol/icon and server certification symbol will display details of the server certification in the favour of Punjab National Bank.
•
To ensure a safe and genuine login, always enter bank’s website either through www.netpnb.com or www.pnbindia.com.
•
In case there is any call, please confirm that the call is from the authorized person of the bank.
•
You can download PNB tool bar & access bank’s website by clicking a link/icon.
Using Internet Banking Services:
Once you enter the user id & the password, the system will check for the correctness and allow you to enter in  to  the  services.  Here  the  screen  will  display  various  options  in  the  form  of  buttons/icons.  These buttons/icons will have different  functions and selecting or clicking on the respective button/icon will activate the function. You can use Tab key, Mouse clicks, Scroll bar to navigate within the screen/pages. To go to previous page/screen don’t use ‘Back’ button on your browser,  but use ‘Previous’ button on the screen.
‘Help’ button will be available to view on-line help available in the system, this will guide you in using Internet Banking Services. This will open as a separate window and after using the ‘Help’ please close the window by clicking on the close button. The Internet Banking Services will display messages on top of each screen. These messages will indicate successful acceptance or any type of errors. Don’t forget to look there if you do not get the expected result after selecting an option.
Activation of User Id:
There are two cases where you should approach the branch for activating your User Id.
•
When you receive a fresh password from the bank, you have to approach your branch or any CBS branch to get it  activated, as each new password comes in disable mode by default for security reasons.
•
Your User Id gets disabled if you exceed more than 5 attempts with wrong passwords. In this case you have to approach your branch or any CBS branch to get it activated.
Disable User Id:
If you have lost your user id & password and you want to block the access to your Internet Banking account
then you may follow the following procedures to temporarily disable your Internet Banking access.
•
Try to login with your user id & wrong passwords for more than 5 times, as you know user id gets disabled if you exceed more than 5 attempts with wrong passwords.
•
Approach your branch or any CBS branch to get it disabled.
Issuance of Duplicate/Fresh Password:
There are two ways of sending duplicate/fresh password request.
•
Using  IBS  Key:  click  ‘Forgot  Password’ link,  enter  user  id,  IBS  Key (Key generated by you previously through  the system), SOL of the branch, where you want to receive your password and password options. The password will be sent to the concern branch based on the correctness of the data provided by you.
•
Approach your branch or any CBS branch for issuance of duplicate/fresh password. The password will be sent to the same branch.
Adding more accounts to existing User Id:
If you want to attach more accounts to your existing User Id, then contact your branch, where you have
account Or any CBS branch of PNB. Submit the request for adding new accounts to the Relationship
Manager (RM) at branch. Only accounts with same capacity can be added to the existing User Id.
Internet Banking Services & Facilities:
The Internet Banking Services offer you variety of features on your fingertips.
Services
Accounts: This includes A/c Summary, Statement, Schedule of deposits/loans, Nominee Details,
status of cheques & on-line stop payment of cheques*.
RTGS*: This allows inter bank remittance in real time without any manual intervention at the bank/branch.
Transfer of funds*: This includes on-line fund transfer between own & other CBS accounts, Status of transfers.
Requests: This includes DD request*, Cheque Book request, FD account opening/FD renewal/FD
breaking requests*.
Mails: This includes details of mail sent/received, composing/viewing/replying of mails & check status of mails.
Customize: Customer can change his password(s), customize display & inquire activities.
Logout: This option is to be used at the time of coming out from the services. It is advisable to logout as soon as you finish working on the services. Leaving in between or leaving the PC unattended may result in unauthorized person viewing your confidential information.
Facilities *
Utility Bill Payments (Telephone, Mobile, Electricity, LIC, Water, Donations, etc.), On-line Ticket Booking (Railways  & Indian Airlines), Income Tax payments, MCA21, DGFT payments, Inter- bank fund transfer through NEFT & RTGS, On-line shopping, etc. The links are provided on the home page.
Depending upon user profile, all or some of the options mentioned above will be available for the user.
* Services & Facilities available to the users, who have availed transaction facility. User has to contact the branch where he is having account or any CBS branch of PNB.









