Digital Certificate for Corporate Internet Banking - User Guide
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. What is Digital Certificate
. Who can avail this facility
. Procedure for availing the facility

. Problem in Logging after enabling for Digital

Certificate

. Enabling/Disabling user for Digital Certificate by

Corporate Administrator

6. Conversion of the Digital Certificate

7. Expiry/Change of Digital Certificate

We have enabled process of providing facility of Digital Certificate
(DSC) to our Corporate Internet Banking customers for enhancing
security measures while using Internet banking.
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What is Digital Certificate - A digital certificate establishes your
credentials when doing business or other transactions on the Web. It
Is issued by a certification authority (CA). It contains your name, a
serial number, expiry date, a copy of the certificate holder's public key
(used for encrypting messages and digital signatures), and the digital
signature of the certificate-issuing authority so that a recipient can
verify that the certificate is real. Some digital certificates conform to a
standard, X.509. Digital certificates can be kept in registries so that
authenticating users can look up other users' public keys.
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Who can avail this facility — All our Corporate Internet Banking
Customers who are having a valid class Il or above certificate which
can prove identity to remote computer. The certificates can be
procured from any of the below mentioned Certifying authorities (CA):

1. TCS

2. N code solutions

3. IDRBT

4. Safescript

5. MTNL

6. National Informatics Centre (NIC)

7. Central board of excise and customs(CBEC)

Responsibility of procuring the Digital Certificate will be of the
customer. The digital certificate should be installed in the Internet
Explorer of the computer/PC from where PNB’s internet banking site
Is to be accessed. In case the customer desires to access the site
from some other computers also the same digital certificate is to be
first installed in the Internet Explorer of that computer. The system
allows single Digital Certificate mapping with Internet Banking Site.
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Procedure for availing the facility —

e Login with your Corporate Id, User Id and Login Password.
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You will get the following welcome screen.
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Password Alerts
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e Click on the link “Click here for Digital Certificate Registration”.

You will get following screen.
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- Digital Certifictae Details - Microsoft Internet Explorer
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Now you will have two option for providing the digital certificate

details —
e If you have the Digital certificate file in “Base 64 encoded —

X.509 format”. Than Click on the upload button. Following
screen will be displayed.
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e Click browse button and select the digital certificate file (File
should be in Base 64 encoded X.509 format). The procedure
for creating the certificate file in Base 64 encode X.509 format
IS given at page number 15.

e Click upload button System will automatically pick up the
desired details form the certificate file.
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Alternativly you can enter the following details manually
o Certificate Serial Number
o Certificate Issuer
o Certificate Subject
The above details should be exactly the same as per your DSC.
e Now Enter your Email Id
e Select whether you require digital certificate for login, for
transaction or for both.
¢ Read the Terms & Conditions and select the check box ‘| Agree
to Terms & Condition’.
o Terms & Conditions -
- All our Corporate InternetBanking Customers who are
having a valid class Il or above Digital certificate which
can prove identity to remote computer can avail this
facility.
- It is the responsibility of customer to inform the bank in
case of revocation, expiry, change, disabling, misplaced,
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loss, compromise of Digital Certificate registered for using
Corporate Internet Banking.

- The facility will be made available to the customer at his
request at the sole discretion of Punjab National Bank
and may be discontinued by Bank at any time, without
notice.

- The customer undertakes and agrees to never indulge in
an unauthorized transaction through the facility.

- The customer undertakes and agrees to promptly inform
Bank of any user no longer remaining an
employee/representative/agent of an Entity, or if such
user is no longer authorized to use the digital certificate.

e Click Submit button
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File Edit “iew Favortes Tools Help ﬁ

o | ot | Qi Search (G Favortes (£ Media @‘%v = » 3

Address I@ hittp:/A10.132.3 BBANKAWATTRAM jsessionid=92805eb1 25befliffiffci7d3 Sabbdelc? thwapparam="rKovE FgHI] 200 %30 %30 j i Go

Links @j Customize Links(1] @j Customize Links @ Free Hatmail @Winduws Media @Windows

C——— =
< Record Inserted, Refernce Number: ©

. tiE'la agaa a?..:-'s welcome to Corporate Internet Bankin  Home  Logout grem,
Punjob notionol bonk Welcome to new age banking exper Frpilict
Customer Id: |AIl Custormer s =] Dnasion: [l Divisions =] @ Dr. BALASUBRAHMANYAM K

Accounts Bills/RTGS Transfers Customize Inguiry
! Managerent

£ Change Password
g My Profile
£ Digital Certificate

Digital Certificate details

Glick here _YPIOSE g upload the Digital Gertificate information farm the file (in Base-64 encoded X 608 farma r enter the details manually

£ Halg
Certificate Seriol Mumber IE?EE
Certificate 1ssuer ICN=CCA Indliz, O=India PKI, C=IM
Cerificate Subject IST=AP, EMAILADDRESS=admin
E-Mail 1D |

Type of Transaction IEloth 'I
Submit |

|
|&] Done l_’_’_|ﬂ Internet
dstan||| @ =1 0] 2 || 210 | 2o | Bre. | B0 Eybala | #MEde | @10, |[£]0i. 0o, | SO B SEWT @ 330rM

e Your request for certificate is submitted with the bank. Kindly
note the reference number displayed on the screen for future
reference.
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Your request will be processed by us and a confirmatory email from
itdibs@pnb.co.in will be sent to you on the email id recorded by you.
After receiving the email go to www.netpnb.com.
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e Click on the link Corporate User (With Digital Certificate) link.
You will be prompted for selecting the digital certificate.
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e Select your certificate from the list displayed and click OK.
Login window for corporate Internet Banking will be displayed.
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e Enter your Corporate Id, User Id and login ID and password.
Now you will be able to use Corporate Internet Banking with
additional security of Digital Certificate
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In case of Problem in Logging after enabling for Digital
Certificate

In case the customer is unable to log in to the site using his digital
certificate due to wrong information provided by him or due to any
other reason than Corporate Account administrator can disable the
digital certificate option for the particular user in Internet banking. The
path of the option for account administrator is Account Admin > User
maintenance>user details> Login certificate match required and
transaction certificate match required. This will enable the user to
login Internet banking site without digital certificate. Further for
registering his problem, he can send email through Internet banking
channel to his Relationship Manager or request the concerned
branch Relationship Manager giving his reference number and
indicating the problem being faced by him. In case the effected user
is Account administrator himself then he has to approach the
concerned branch Relationship manager for submitting their request.
The request will be processed by us and if it is observed that there is
some change in the information given earlier by the customer, the
required change will be made.
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Enabling/Disabling user for Digital Certificate by Corporate
Administrator —

e After login in to Corporate IBS, Click on Acct Admin
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e Click on User Maintenance
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- Corporate Users Maintenance - Microsoft Intemet Explorer (=]
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e Enter the user id of the user you wish to enable/disable for
Digital Certificate and click Retrieve button.
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- List of Users - Microsoft Internet Explorer MEIES|
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e Select the user from the list and click Details button. Following
screen will be displayed.

TOP -17 -



a Details of Corporate User - Microsoft Intemnet Explorer
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e Select Yes/No in Login Certificate Match required field for
enabling/Disabling Digital certificate for login purpose.
e Select Yes/No in Transaction Certificate Match Required field

for enabling/disabling Digital
purpose.

e Click Next and than Click OK.
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Conversion of the Digital Certificate in Base 64 encoded X.509
format

e Open Internet explorer and click on Tools - > Internet Options

e —
3 Welcome to Punjab Nation>" wank Internet Bankiny, Services - Microsoft Internet Explorer _ & x|
File Edit Wiew Favor Tools  Help ﬁ
wpack - & - @) @ telendtens vl e B[ S - 2 E O
Synchronize. ..
‘Windows Update j @GO |@ -

|»

Yahoo! Messenger
Show Related Links x o iits.
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i Retail User ( gk fere) : __'{-R
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18001802222
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or paid number
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= Internet Banking for NRI

= Precautions for MetBanking

= Avoid Fraudulent Mails

> Contact us

‘ == YeriSign Secure Site

all - information sent to
this site is encrypted and
protected  from  third

parties. S
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Trouble Logging In/Transaction Click here to download 1VM/ IRE

Browser Requirements Internet Explorer 5.5 or above with Cipher Strength 128-bit is required.

Online Branches | Safe Guard | Book Ticket Online | Security Features | Assistance | Utility Bill Copyright 2004 Punjab National Bank hd|

Done

#jstart ﬂ R |J @os | Ewen...| Mdgc... | [Slrrbo...| Epest...|[Ewel.. Eron... | |
NEfeR-2: BN N |

foBeBE smm
HoemE0e

¢ Following window will be opened.
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e Now select your certificate and click on export button
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a confirmation of your identity and contains infarmation
used to protect data or ta establish secure netwark,
connections, A certificate store is the system area where
certificates are kept.
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Private keys are password protected. IF yvou want to export the private key with the
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e Select the option No, do not export the private key and click
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TOP -23 -



== x|
- T xf @
e ~| @a | 5
168 Export File Format J ﬁ @
Certificates can be exported in a variety of file formats. = i
iational bank
‘he name you can BANK upon!
Seleck thefy
" DER encoded hinary %.509 {,CER} Rt .
(% Base-64 encoded ¥.509 ( CER) [ Gustomer Information
Cryprographic Message Synbax St 5 #7 Certificates (,P7E) > Login Tips
I™ Include allicertincates in the cettification path if possible > Internet Banking faor NRI
() - 4
Personal Information Exchange - PKES #12 (\PRAY > Precautions for NetBanking
I Indlude all certificates in the cettification path if possible
= Avoid Fraudulent Mails
I” Enable strong protection (requires IE 5,0, T 4,0 504 or above)
I™ | Delete the private key if the export is successhil G Bunta@tus
[-’b - Yerisign Secure Site
< Back I Next > I Al information sent o
this site is encrypted and
protected  from  third
| parties.
b Disclaimer P Hyperlink Policy
1
} PNELDSS b PNB1O63
" Daownload PHEToolbar
T AR L ] _
- —
| PNB | vi ,O 2o MorE! PME ~+ (B Banking @B\H Pay | & = ! @Help ! oonly PNE
TR [V, i e Fo T — |
Trouble Logging In/Transaction Click here to download VM, JRE |
Browser quui_mm_éntg Internet Explorer 5.5 or above with Cipher Strength 128-bit is required,
Online Branches | Safe Guard | Book Ticket Online | Security Features | Assistance | Utility Bill Copyright 2004 Punjab National Bank =l
|&] pone ’_’_’_ & Internst
histart | |[=ccn 0mikiop ] || Byos | Epwew.. | B | [Olmbo.. | Epest...|[Eiwel.. | Epon...| [ > DB EEA s

J@fﬂ@i?ﬁ Qe a EHrehEre

e Select Base-64 encoded X.509 option and click next.
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Completing the Certificate Export
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¢ Click finish button and file will be generated.
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Expiry/Change of Digital Certificate of the User

It is the responsibility of the customer to renew their digital certificate
within the specified period. In case the digital certificate is not
renewed within the specified period, the customer will not be able to
login Internet banking site. In case the user wants to access
corporate Internet banking without DSC option, Corporate Account
administrator can disable the digital certificate option for the particular
user in Internet banking. The path of the option for account
administrator is Account Admin>User maintenance>user details
Login certificate match required and transaction certificate match
required. This will enable the user to login Internet banking site
without digital certificate. In case the effected user is Account
administrator himself then he has to approach the concerned branch
Relationship manager for submitting their request. Further if the
customer desires to change his digital certificate the request has to
be forwarded by Corporate Account administrator by email through
Internet banking channel to his Relationship Manager or request the
concerned branch Relationship Manager for the same.

The customer will have an option of getting his digital certificate
changed before expiry also.
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